Agenda ltem 6-C

illuminare




Agenda
* Beyond the Technology Revisions
* Emerging Regulations

* Risks and Opportunities

IESBA Board Meeting: Technology Presentation ¢ June 2024

illuminare 2



The Blockchain Evolution

RWA

Stablecoins NFTs CBDCs . .
Tokenisation

Industry A
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Impact of Technology-related Revisions

Final Pronouncement

April 2023

Infernational Ethics Standards Board
for Accountants®

Technology-related Revisions
to the Code
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Business Relationships: Providing, Selling, Reselling or Licensing Technology
520.7 A1 Where a firm or a network firm provides, sells, resells or licenses technology:
(a) To an audit client; or

(b) To an entity that provides services using such technology to audit clients of the firm or
network firm, depending on the facts and circumstances, the requirements and application
material in Section 600 apply.

Provision of Non-assurance Services to an Audit Client

600.6 The requirements and application material in this section apply where a firm or a network
firm:

(a) Uses technology to provide a non-assurance service to an audit client; or

(b) Provides, sells, resells or licenses technology resulting in the provision of a non-assurance
service by the firm or a network firm:
(i) To an audit client; or

(ii) To an entity that provides services using such technology to audit clients of the firm or
network firm.

illuminare




Subtle Challenges...

International Ethics Standards
Board for Accountants®

Handbook of the
International Code of Ethics
for Professional Accountants

including
International Independence Standards

2023 Edition
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The IESBA Code — Overview of Parts and Sections

Part1

As of September 2023

Complying with the Code, Fundamental Principles and Conceptual Framework

Section 100 Complying with the Code

Part 2

Section 110 The Fundamental Principles Section 120 The Conceptual Framework

Part3

Professional Accountants in Business

Section 200 Applying the Conceptual Framework

Section 210 Conflicts of Interest

Section 220 Preparation and Presentation of Information

Section 230 Acting with Sufficient Expertise

Section 240 Financial Interests, Compensation and
Incentives Linked to Finandal Reporting and
Decision Making

Section 250 Inducements, including Gifts and Hospitality

Section 260 Responding to Non-compliance with Laws and
Regulations

Section 270 Pressure to Breach the Fundamental Principles

The 2023 edition of the internationol Code of Ethics for

Professional  Accountants  (including  International

Independence Stondords) (the Code) was issued in
September 2023 and incorporates:

+ The revisions relating to (a) the definition of
engagement team, and (bB) group audits. The
revisions will become effective for audits of financial
statements and audits of group financial statements
for periods beginning on or after December 15, 2023.

+« A signpost of the expiring “jurisdictional provision™
addressing long association of personnel with an
audit client. The jurisdictional provision will expire
and be no longer available for audits of financial
statements for periods beginning on or after
December 15, 2023.

In addition, the 2023 edition of the Code contains the
|ESBA-approved revised definition of a public interest
entity {and related prowvisions) and technology-related
revisions that will become effective in December 2024.
Click here to access the Code in PDF and on e-
International Standards (el5).

International
Ethics Standards
Board for Accountants®

[ESBA

Professional Accountants in Public Practice
» Section 300 Applying the Conceptual Framework
A Section 310 Conflicts of Interest
A Section 320 Professional Appointments
Section 321 Second Opinions
Section 325 Objectivity of an Engagement Quality Reviewer
and Other Appropriate Reviewers

Section 330 Fees and Other Types of Remuneration
Section 340 Inducements, Including Gifts and Hospitality
Section 350 Custody of Client Assets
A Section 360 Responding to Mon-compliance with Laws and
Regulations

International Independence Standards (Parts 4A and 4B)

Part 4A

Independence for Audit and Review Engagements
A Section 400 Applying the Conceptual Framework to

Part 4B

Independence for Assurance Engagements other
than Audit and Review Engagements
A Section 900 Applying the Conceptual Framework to

Independence for Assurance Engagements
Other than Audit and Review Engagements

Section 905 Fees

Section 906 Gifts and Hospitality

Section 907 Actual or Threatened Litigation

Section 910 Financial Interests

Section 911 Loans and Guarantees

Section 920 Business Relationships

Section 921 Family and Personal Relationships

Independence for Audit and Review Engagements
4 Section 405 Group Audits
Section 410 Fees
Section 411 Compensation and Evaluation Policies
Section 420 Gifts and Hospitality
Section 430 Actual or Threatened Litigation
A Section 510 Financial Interests
Section 511 Loans and Guarantees
Section 520 Business Relationships
Section 521 Family and Personal Belationships
Section 522 Recent Service with an Audit Client Section 922 Recent Service with an Assurance Client
Section 523 Serving as a Director or Officer of an Audit Client Section 923 Serving as a Director or Officer of an Assurance
Section 524 Employment with an Audit Client Client
Section 525 Temporary Personnel Assignments Section 924 Employment with an Assurance Client
A *Section 540 Long Association of Personnel (Including Partner A Section 940 Long Assoclation of Personnel with an
Rotation) with an Audit Client Assurance Client
A Section 600 Provision of Mon-Assurance Services to an Audit Section 950 Provision of MNon-Assurance Services to
Client Assurance Clients Other than Audit and Review
A Section 800 Reports on Special Purpose Financial Statements Engagement Clients
that Indude a Restriction on Use and Distribution A Section 990 Reports that Include a Restricion on Use and

{Audit and Review Engagements) Distribution (Assurance Engagements Other

This document is prepared by the staff of the IESBA and illustrates the sections of the Code that were revised since the 2022 edition:
* Includes the engagement team and group audit revisions to the Code.
* Includes a signpost of the expiring “jurisdictional provision” addressing long association of personnel with an audit client
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Known Scenarios

Operation of or

“Readiness” and/or Reporting:

Personal holding of “Health-check”

Participation in Know Your Customer Crypto Assets

Blockchain Ecosystems On-line Distribution

Engagements

Use of Blockchain Knowledge: L Design and/or T
Participations in Crypto g Reporting:
System developed by Technology AND . Development of
: Projects : On-going Reports
CPA Firm Business Model Blockchain Systems
Knowledge: Design and/or . oy
Deployment of Enforcing Restrictions on
Team vs. External Use and Distribution
Experts Governance Framework
Accepting Crypto as “Long Association” with
Payment Client Personnel
210/310 Conflicts of Interest 230 Acting with Sufficient Expertise 210/310 Conflicts of Interest 520/920 Business Relationships 800/990 Restriction on Use and
520/920 Business Relationships 320 Professional Appointments 540/940 Long Association Distribution of Reports
330/410/905 Fees [and Other Types 600/950 Provision of Non-Assurance
of Remuneration] Services
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Latest Blockchain Related Regulatory Developments

Oct 2022:

Jun 2023:

Jul 2023 :

Jan 2024 :

Jan 2024 :

Feb 2024 :

Mar 2024 :

Apr2024:
May 2024 :
May 2024 :

Hong Kong Government issued Policy Statement on development of Virtual Assets

Hong Kong Securities and Futures Commission issued Guidelines for Virtual Asset Trading Platform Operators
Canadian Securities Administrators approved publicly traded Bitcoin ETF

US Securities and Exchange Commission approved Bitcoin ETF

The Hong Kong Monetary Authority and the Financial Services and Treasury Bureau proposed a licensing and regulatory
regime for Issuers of Fiat-Referenced Stablecoins

Hong Kong Financial Services and Treasury Bureau issued legislative proposals to regulate over-the-counter trading of
virtual assets

ESMA published Final Report on Draft technical Standards that specified requirements of the Markets in Crypto Assets
Regulation (MiCA)

Hong Kong SFC approved Bitcoin and Ethereum spot ETFs
US Securities and Exchange Commission approved Ethereum ETF

[Financial Times] UK Financial Conduct Authority approved first cryptocurrency Exchange-Traded Products (Bitcoin and
Ethereum)
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SFC Guidelines for Virtual Asset Trading Platform Operators

Smart Contact Audits and Technology Audits

nAEmEsAEReRY

Guidelines for Virtual Asset Trading Platform Operators

June 2023
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§ 7.10 Before admitting any virtual assets for trading, a Platform Operator should exercise due
skill, care and diligence in selecting and appointing an independent assessor to conduct a smart
contract audit for smart-contract based virtual assets, unless the Platform Operator
demonstrates that it would be reasonable to rely on a smart contract audit conducted by an
independent assessor engaged by a third party. The smart contract audit should focus on
reviewing that the smart contract is not subject to any contract vulnerabilities or security flaws
to a high level of confidence

§ 9.28 In respect of the posting of information for each virtual asset in paragraph 9.27(d) above,
the types of information which are considered relevant include: (g) link to the smart contract
audit report and other bug reports of the virtual asset (if any)

§ 12.7 A Platform Operator should arrange a periodic (at least annual) technology audit by a
suitably qualified independent professional so as to be satisfied that the Platform Operator and
its Associated Entity have fully complied with Part XIIf of these Guidelines

tPart XIl of the Guidelines covers Cybersecurity, addressing the governance framework, the integrity
and reliability of the platform, technical security, platform capacity, backup and contingencies
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HKMA Proposed Regulatory Regime for Stablecoin Issuers

Reserve Assets and Operational Soundness

Legislative Proposal to Implement the
Regulatory Regime for Stablecoin Issuers in
Hong Kong

Consultation Paper

Financial Services and the Treasury Burean
Hong Kong Monetary Authority

December 2023
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§ 6.2.5. [Disclosure and reporting] The total amount of the FRS in circulation, the mark-to-market
value of reserve assets and the composition of reserve assets must be disclosed regularly to the
general public. The issuer, in consultation with the MA, must engage a qualified and independent
auditor to perform regular attestation, including on: (i) the composition and market value of the
reserve assets, (ii) the par value of FRS in circulation, (iii) whether the reserve assets are
adequate to fully back the value of FRS in circulation, and are sufficiently liquid, as of the last
business day of the period covered by the attestation; and (iv) whether the conditions on the
reserves management as imposed by the MA have all been fulfilled. It is proposed that the total
amount of FRS in circulation and the value of reserve assets be disclosed at least daily, the
composition of reserve assets be disclosed at least weekly, and attestation by the independent
auditor be performed at least monthly

§ 6.2.21. [Audit requirements] The FRS issuer must submit audited financial statements to the MA
on an annual basis. As and when required by the MA, the FRS issuer must submit reports
prepared by external independent auditors and assessors to validate the management and
operational soundness of FRS issuance, such as whether the FRS issuer has adequate systems of
control for the management of reserve assets, cybersecurity and the integrity of the “smart
contracts”

illuminare

11



Observations for Hong Kong

* Reference to “Auditor”, “Assessor’” and “suitably qualified independent professional”
* Reference to “Audit Report”

» Different subject matters:
¢ Smart contract audit: reviewing that the smart contract is not subject to any contract vulnerabilities or security flaws to a high

level of confidence
* Technology audit: complied with Part XlI [cybersecurity] of these [SFC] Guidelines
* “Reserve Audit”:
(i) the composition and market value of the reserve assets
(ii) the par value of FRS in circulation
(iii) whether the reserve assets are adequate to fully back the value of FRS in circulation, and are sufficiently liquid, as of the last
business day of the period covered by the attestation; and
(iv) whether the conditions on the reserves management as imposed by the MA have all been fulfilled
* Asrequired: validate management and operational soundness of FRS issuance

* Require Audit Reports to be disclosed on-line
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AICPA ED on Proposed Criteria for Reserve Report Dec 2023

* Defined criteria for “Proof of Reserve” for stablecoins issuers

@ aicpa

* Designed to report on three subject matters at a specific point in time:
* Completeness and accuracy of a token issuer’s redeemable tokens outstanding and
f‘;d"d criteria OIS related disclosures
presentation of the SUMICIEREHE * Completeness and accuracy of the redemption assets available to redeem
’ s for redemption s redeemable tokens outstanding and related disclosures
* Redemption assets are equal to or greater than the redeemable tokens outstanding
and related disclosures

* Provided “Points of Focus” on criteria under each subject matter
* Implied the need to establish processes, but no specific reference to “controls”

* Required the need to ascertain “in-scope smart contracts”, but did not include “smart
contract audit”’; instead noted that “lack of third-party smart contract code
assessments’” would be “an event or occurrence that has had a material impact on the
tokens”
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Current Industry Practice and Example Reports
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https://www.circle.com/en/transparency
https://paxos.com/usdp-transparency/
https://tether.to/en/transparency/#reports
https://firstdigitallabs.com/

Current Industry Practice and Example Reports

Assessor: Deloitte & Touche LLP

Type: Report on Management’s Assertions

Frequency: Monthly

Applicable Standard: AICPA Attestation Standards
Opinion: Management’s Assertions are fairly stated as of
report date and time

Assessor: Withum Smith+Brown, PC

Type: Report on Management’s Assertions

Frequency: Monthly

Applicable Standard: AICPA Attestation Standards
Opinion: Management’s Assertions are fairly stated as of
report date and time
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Assessor: BDO Italia S.p.A.

Type: Report on Management’s Assertion
Frequency: Quarterly

Applicable Standard: ISAE 3000 Revised
Opinion: Reserve Report is fairly presented

E FDuUSD

Assessor: Prescient Assurance LLC

Type: Report on Management’s Assertions

Frequency: Monthly

Applicable Standard: AICPA Attestation Standards
Opinion: Management’s Assertions are fairly stated as of
report date and time
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Earlier Proof of Reserve Reports

OCEE S Cmury Lity

Tel: <27 214818 000

Mazars and Armanino  Fax 42721018 5001

Email: cpi@mamrs.coza
VI, TS NS COZ0

Mazars temporarily halted crypto related work

Mazars explained it was pausing such work due to “concerns regarding the way these reports are
understood by the public.”

Mazars commented that proof-of-reserves reports “do not constitute either an assurance or an
audit opinion on subject matter. Instead they report limited findings based on the agreed
procedures performed on the subject matter at a historical point in time.”

https://www.theguardian.com/business/2022/dec/16/binance-auditor-mazars-withdraws-from-working-with-cryptocurrency-exchange
https://www.reuters.com/technology/auditing-firm-mazars-pauses-work-binance-other-crypto-clients-coindesk-2022-12-16/
https://time.com/6241755/binance-mazars-halts-crypto-work/
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Unique Risk Attributes and Implications

Global and Decentralised Beyond Ethical Standards
e Cross Jurisdictions e Guidance and Standards:
 Differences in laws and Operational, Management,

regulations and Technical
» Global Exposures for Firms and * Technology Infrastructure and

Professionals Services

IESBA Board Meeting: Technology Presentation ¢ June 2024

Broadening Skill Set

» Evolving Roles

* Need for Collaboration

* Bridging Skill Gaps
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Opportunities

Enable Extension of Trust Reference for Future

Domains, e.g. Al

Provider Role to new Prepare the Profession for

Emerging Sectors

the Future
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# ThankYou!

William Gee

+852 5527 3119 [Nl

wgee.42intl@outlook.com =
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